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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Introduction

e Afileis more than one file

>
e Afileis a container e

o one visible file

> none or several invisible files g
o ...with any kind of content and size & LU,
o Afileis basically the first (default) file of a file
(> |
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Importance

e ADS is inherent to NTFS infrastructure
o cannot be disabled
° is almost unknown
° is stealth
e ADS can contain data
° must be handled by backup
e ADS can contain code
° must be handled by antivirus
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

History

* ADS exist since the inception of Windows NT 3.1
> sharing file with Macintosh clients
o data (content) and resource (management) forks
* Windows Server provides facility through the FSFM service

&4, Seryvices o ]

File  Action Yew Help

& "|||@| F m Il m
@Services (Local) #, Services (Local)

File Server for Macintosh Marne | Description -
%Distributed Transaction Coordinakor Coordinates transactions
gﬂg thtﬁ Service %DNS Client Resolves and caches Dor
ause the service
Reckart the service %Error Reparting Service Collects, stares, and rep-J
%Event Log Enables event log messa
Descrinti %File Replication Allows files to be automa
escription: R e For Macintos e gt S
Enables Macintash dienks ko store and rrile Server For Macintosh Enables Macintosh client:
access files an this server, IF this service %Help and Support Enables Help and Suppor
is stopped, Macintosh clients will notbe &4 HTTP S5 This service implements t
fabl'? to sccess this Server, IF this service %Human Interface Device Access Enables generic input acc
is disabled, anw services that explicitly
depend on it will Fail ko start, %IMAPI CD-Burning COM Service Manages CD recording ug
%Indexing Service Indexes contents and pr vl
1 I I 3

Extended A Standard /
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS Basics - MFT

* Information about files and directories on a NTFS partition is located
in the Master File Table (MFT)

o arecord is a collection of attributes that document a file

Master file table

Standard
information Filename Data
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS Basics - Streams

o Afileis a collection of attributes

o

all are stored as separated streams

o

some are mandatory (name, time stamps...)

o

some are optional (security descriptor, EFS)

o

some may appear more than once (LFN, 8.3, hardlink, data...)

standard info LFN 8.3 security data data data EFS
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

NTFS Basics — File Content

* The content of a file is one stream among others

* NTFS doesn't manage files, it manages streams

SSTANDARD_INFORMATION

General (read-only, archive, time stamps, file creation, last modified, hardlink count....) attributes stream.

SFILE_NAME

A file can have one or more filename (long file name, "8.3 name”, hardlink name) streams.

SSECURITY_DESCRIPTOR

Discretionary Access Control List (DACL), Security Access Control List and Integrity Level (SACL) stream.

SDATA A file has one default (unnamed, primary) data stream.
A directory has no default (unnamed, primary) data stream.
SEFS Encrypted File System version, list of users authorized to access the file, etc... stream.
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How data and code can be hidden in files and directories

NTFS - Properties

o All streams of a file are ruled by common properties

General B
B
Security
Audit EJ

Encryption

Quota J

Integrity Level -
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How data and code can be hidden in files and directories

Support

e ADS is only supported on NTFS
o ADS are deleted once copied to FAT

"4 1 Interrupted Action - *

Are you sure you want to copy this file without its properties?

The file myads.txt has properties that can't be copied to the new location.
myads.txt
Type: Text Document
Size: 0 bytes
Date modified: 29.08.2018 16:19

Skip Cancel

Fewer details
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Support

e ADS is only supported on NTFS
> ADS are not supported (and deleted) once copied to FAT

£F Process Monitor - Sysinternals: www.sysinternals.com — O >
File Edit Ewent Filter Tools Options Help
FEH ABRE | TASG D A ABAM

Process Mame Operation Path Result Detail &
‘r1 Explorer EXE Ba\HeadFlle C:MemphADS Spy exe SUCCESS Offset: 0, Length: 37.888,
'r1 Explorer EXE Ba‘."'.n'r’rtel—“lle EADSSpy exe SUCCESS Cffset: 0. Length: 37.888,
'r1 Explorer EXE %‘."a'riteﬁle EADSSpy exe SUCCESS Cffset: 0. Length: 40.960, ...
'r1 Explorer EXE &Quew%ﬁbmelﬁnmminnVDlume EADSSpy exe SUCCESS FileSystem Attributes: Case...
'r1 Explorer EXE BaCreateFile [C:"tempADS Spy exe:Zone. Identifier SUCCESS | Desired Access: Generic ...
'r1 Explorer EXE E&QuewBasiclrﬁDrmatiDnFile CitemphADSSpy exe:fone. |dentfier SUCCESS Creation Time: 12.09.2018 ..
'r1 Explorer EXE BaCreateFile EADSSpy.exe Zone. |dentfier FATH NOT FOUND Desired Access: Generic ..
‘r1 Explorer. EXE BaCreateFile EADSSpy.exne:Zone. Identifier PATH NOT FOUND Desired Access: Generic ...
‘r1 Explorer EXE BaCIDseHIE C:MemphADS Spy exe:Zone. |dentifier SUCCESS

‘r1 Explorer EXE BaSetEasiclnfDrmatiDnFile EADSSpy exe SUCCESS CreationTime: 01.01.1601 ...
'r1 Explorer EXE Ba‘."'.n'r’rtel—“lle E SUCCESS Cffset: 0. Length: 4.096, ..
'r1 Explorer EXE %QuewﬂemntertDcnllnfDnnatiun EADSSpy exe INVALID PARAMETER

'r1 Explorer EXE B&Guer'_.'NetwnrkDpenInfu:urrnatiu:unFiIe EADSSpy exe SUCCESS Creation Time: 12.09.2018 ...
'r1 Explorer EXE BaCI::useFile CitemphADSSpy exe SUCCESS

'r1 Explorer EXE BaCIDseFile EADSSpy exe SUCCESS

‘r1 Explorer. EXE %Wr’rteFile EN SUCCESS Offset: 0, Length: 4.096, ... w
Showing 3.032 of 218.081 events (1.%) Backed by virtual memory
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How data and code can be hidden in files and directories

Usage > Zone Model

* Atechnique (aka. “Mark of the Web” - MotW) to document the origin
of some binary files

o Execution triggers digital signature check and UAC consent

Internet Options ? X

General Security Privacy Content Connections Programs Advanced
Select a zone to view or change security settings.

@ ¢ v O

Internet| Local intranet  Trusted sites Restricted sites

User Account Control x
Internet
“ This zone is for Internet websites, == Do you want to a"ow th|5 app to make
except those listed in trusted and )
resiricted zones. changes to your device?

Security level for this zone

Custom ([
Custom settings. %I procexp

- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

Verified publisher: Microsoft Corporation
File origin: Downloaded from the Internet

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level Show more details

Reset all zones to default level

Yes No
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How data and code can be hidden in files and directories

Usage > Internet Explorer

e The trust level of some downloaded files stored as ADS named
,Zone.ldentifier”

B C\Windows'System32icmd.exe — O x ~/ Eigenschaften von ADSSpy.exe x
ir /r Allgemein | Kompatibiltst Sicherheit Details  Vorgangerversionen
hnis von C:\tem p __..\I{ | ADS Spy exe
Dateityp: Anwendung (.exe)

Beschreibung: ADS Spy utility

Cirt: C\temp

Grife: 37,0 KB (37.888 Bytes)

Gralke auf ;

Datentrager: 40,0 KB (40.960 Bytes)

Ersteltt: Heute, 12. September 2018, 12:02:02

Geandert: Heute, 12. September 2018, Vor 12 Minuten

Z'-ﬁ*;n;r Heute, 12. September 2018, 12:02:02

Attribute: [ 5chreibgeschiitzt Erweitert. ..
[ versteckt

Sicherheit: Die Datei stammt von einem [ Zulassen

anderen Computer. Der Zugriff
wurde aus Sicherheitsgriinden
eventuell blockiert.

Abbrechen Ubemehmen
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How data and code can be hidden in files and directories

Usage > Office

o Office is “Zone.ldentifier” aware and opens downloaded documents
in a “Protected View” mode to implement security boundary.

authenticode_pe.docx (Protected View)

Ee careful—files from the Internet can contain viruses. Unless you need to edit. it's safer to stay
@) PROTECTED VIEW i prorected View, Enable Editing | %

Windows

Windows Authenticode Portable
Executable Signature Format

Wersion 1.0 — March 21, 2008

Abstract

Authenticode® is a digital signature format that is used to determine the origin and integrity of
software binaries. Authenticode is based on Public-Key Cryptography Standards {PKCS) #7 signed
data and X.509 certificates to bind an Authenticode-signed binary to the identity of a software
publisher. This paper contains the structure and technical details of the Authenticode signature

format.
4 »
Ef B - + 100%
B C:\Windows\System32\cmd.exe - m] X

r\Desktop\>more < pecoff-June-2817.docx:zone.identifier
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How data and code can be hidden in files and directories

Usage > Internet Explorer

e |cons for Favorites are saved in the ,favicon” ADS of URL files

Faveriten hinzufigen d

. Favoriten hinzufugen

M\; Flgt diese Webseite als Favoriten hinzu. Yerwenden Sie das
Favortencenter, um auf die Favorten zuzugreffen.
MName: |m
Erstellenin:  |5.p Favoriten ~ | | Neuer Ordner
e

BN ChAWindowshSystem32iomd.exe — O et

@ochsenmeier | Marc Ochsenmeier | www.winitor.com April 07, 2021



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Usage > Internet Browsers

e Recent internet browsers now exibit more metadata into ADS

EN C\Windows\System32\cmd.exe — a x>

internals/ proc -explorer
/P
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How data and code can be hidden in files and directories

Usage > Windows Change Journal
* The Windows Change Journal is an ADS

ZJ Process Monitor - Sysinternals: www.sysinternals.com — O *
File Edit Event Filter Tools Options Help

FEHXBEICAG E A8 HEBLZH

Process Name Operation Path Result Detail Sequence
|'§th.exe EhIRP_MJ_READ C:\$Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.291.200, Length: 96, /O F... 475
'B- taskhostw exe EAIRP_MJ_READ C:\SExtend"8Usndml:5J ||: SDATA | SUCCESS Offset: 42.295.296, Length: 96. IO F... 476
‘B System &IRP_MJ_‘WHITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.979.328, Length: 4.096, I/... 497
‘N System ELIRP_MJ_READ C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.983.424, Length: 104, 17O ... 498
‘B System R IRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, 1/... 435
‘B System B IRP_MJ_WRITE C:\§Extend SUsndml:S) || SDATA | SUCCESS Offset: 42.979.328, Length: 4.096, I/... 500
‘B System EAIRP_MJ_WRITE C:\8Etend SUsndml:3) ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 501
‘B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 502
‘N System B IRP_MJ_WRITE C:\$Extend"SUsndml:SJ | : SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 503
‘B- smartscreen exe BQIRP_MJ_READ C\SEdend'SUsndml:5) || SDATA | SUCCESS (Offset: 42.587.520, Length: 88, IO F... 504
‘N System ELIRP_MJ_WRITE C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.983.424, Length: 4.096, I/... 505
B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.987.520, Length: 4.096, I/... 506
S:.'stemSeﬂings.exe &IRP_MJ_READ C\SEdend'SUsndml:S) || SDATA | SUCCESS Offset: 42,551 616, Length: 112, 150 .. 507
‘B System EhIRP_MJ_WRITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.991.616, Length: 4.096, I/... 508
‘N System ELIRP_MJ_WRITE C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.987.520, Length: 4.096, I/... 509
B svchost .exe BAIRP_MJ_READ C:\&Edend SUsndml:2J ||: SDATA | SUCCESS Offset: 42.995.712, Length: 112, 170 ... 510
‘B System [EhIRP_MJ_WRITE C:\§Extend SUsndml:S) || SDATA | SUCCESS Offset: 42.991.616, Length: 8.192, I/... 511
‘B System EAIRP_MJ_WRITE C:\8Etend SUsndml:3) ||: SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 512
‘B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 513
‘N System B IRP_MJ_WRITE C:\$Extend SUsndml:SJ | : SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 514
‘B System EhIRP_MJ_WRITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 515
‘N System ELIRP_MJ_READ C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.999.808, Length: 80, /O F... 516
‘B System R IRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096. I/... 517
‘N System B IRP_MJ_WRITE C:\$Extend SUsndml:SJ | : SDATA | SUCCESS Offset: 42.995.712, Length: 4.096, I/... 518
‘B System EhIRP_MJ_WRITE C:\§Extend SUsndml:5) || SDATA | SUCCESS Offset: 42.999.808, Length: 4.096, I/... 515
‘N System ELIRP_MJ_WRITE C:\8Extend SUsndml:S) ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096, I/... 520
‘B System B IRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096. I/... 521
‘B DilHost exe [EhIRP_MJ_READ C:\$Extend"8Usndml:5J ||: SDATA | SUCCESS Offset: 43.003.9504, Length: 88, IO F... 522
‘B System EAIRP_MJ_WRITE C:\8Etend SUsndml:3) ||: SDATA | SUCCESS Offset: 43.003.904, Length: 4.096, I/... 523
‘B System EAIRP_MJ_WRITE C:\§Extend SUsndml:5J ||: SDATA | SUCCESS Offset: 42.999.808, Length: 4.096, I/... 524
Showing 525 of 34.340.922 events (0.0%) Backed bly virtual memory

File
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How data and code can be hidden in files and directories

Usage > Storage Service
,Win32App_ 1“ ADS (place holder?) in many directories

CAWindows\System32\cmd.exe - u X

\Program Files>streams -

S alternate streams.
k Euablnnwich

’:-Prnﬂtam FllP
:Win32App
\Program FllP

Prnﬂtam FllP

Prnﬂtam FllP ir Altiris Agent:

Agent\AeXAgentActivate.exe:
ftware Management Solution Plugin:

Agents\Inventory Agent\InvTaskConfig:
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How data and code can be hidden in files and directories

Usage > Symantec Endpoint Protection

* Symantec uses “Zone.ldentifier” but not as MOTW..

EE C:\Windows\Systemn32iemd.exe - O >

Endpoint Protection\CurrentVersioniData\Quarantine\g

26

26

4l

Symantec.zone.identifier.hex (&

0000n:| 01 OD OA 35 34 3F OE 28 3B 34 29 3C 3F 28 07 37 e e02?. (7)< (W
0010h: 50 0D ORA 35 34 3F 13 3E &7 €% 57 50 0D O& F..547?.>giWP..
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How data and code can be hidden in files and directories

Visibility
» But size and count of ADS still ignored in the summary!

Ch\Windows\System32\cmd.exe

C:\ads>dir /r
Volume in drive C is Windows
Volume Serial Number i1s 725F-B53B

Directory of C:\ads
15:5 <DIR>
15:5 <DIR> .
15:53 A|file with_ads.txt
68 file with_ads.txt:eicar.txt:$DATA

4 bytes
37.557.813.248 bytes fre

2 Dir(s)

April 07, 2021
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Support > Windows built-in Binaries

LOLBAS #se 200

Living Off The Land Binaries and Scripts
(and also Libraries)

/Alternate data streams

Binary Functions Type

Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries
Binaries

Binaries

Binaries
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Impact

» Rendering a Compiled HTML Help (CHM) file

*

|E§5) Process Explorer Help — O * ¥ procexp.chm Properties

= = =4 General Secuity Detalls Previous Versions
Hide Back Forward  Print

Contents l Index ] Search ] |pmcexp.chm

2] Overview

- ype of file: ompile elp file {.chm
Type of fil Compiled HTML Help file (.chm)
----- [2] The Main Window . )
(] Columns and Column Sets Opens with: @ Microsoft® HTML Help Change...
- |2] General Options
----- E System Information Location: C:\SysintemalsSuite
(1@ The Process View )
_____ [2] The DLL View Size: 70.4 KB (72.154 bytes)
% %e Eand'em"'ew Sizondisk: 72,0 KB (73.728 bytes)
- | 2] The Users Menu
----- 2] Searching
..... E Reporting Bugs Created: Sunday, 15 December 2019, 14:45:12

Modified: Today, 8 May 2020, 05:45:33
Accessed: Sunday, 15 December 2019, 14:45:12

Security: Thig file came from another
computer and might be blocked to [ Unblock
help protect this computer.

Attributes: [JReadonly []Hidden Advanced...

Cancel Soply

|E§5) Process Explorer Help

Hoe 2 &

Hide Back Forward Print

Conterts l Index ] Search ]

E-{[ Procsss Explorer

----- Blowver]
..... [2] The Main Window
E Columng and Column Sets
E General Options
3 E System Information
[]--@ The Process View
..... [2] The DLL View
E The Handle View
3 E The Users Menu
----- E Searching
..... 2] Reporting Bugs

Process Explorer
Copyright @ 1996-2012 Mark
Russinovich

Sysinternals -
www.sysinternals.com

Process Explorer is an advanced
process management utility that picks
up where Task Manager leaves off. It
will show you detailed information
about a process including its icon,
command-line, full image path,
memory statistics, user account,
=security attributes, and more. When
you Zoom in on a particular process
you can list the DLLs it has loaded or
the operating system resource handles
it has open. A search capability
enables you to track down a process
that has a resource opened, such as a
file, directory or Registry key, or to
view the list of processes that have a
DLL loaded.

The Process Explorer display consists
of two sub-windows. The top always
shows a list of the currently active
processes, including the names of
their owning accounts, whereas the
information displayed in the bottom
window, which you can close, depends_
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Impact

» Rendering a Compiled HTML Help (CHM) file

¥ Process Monitor - Sysinternals: www.sysinternals.com — O *

File Edit Ewent Filter Tools Options Help

FRIABEITAS B AN HEB LM

Process... Operation Path Result Detail 2

&Createl—"lle C::Sysintemals Suite \procexp chm SUCCESS Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse Point, Attrbutes:
Ba@uewBasiclnfarrnatianHle C:\Sysintemals Suite*procexp .chm SUCCESS CreationTime: 15/12/2015 15:45:12, LastAccessTime: 15/12/2019 15:45:12, LastWriteTime: ...
BaCIu:useFlle C::Sysintemals Suite procexp .chm SUCCESS
&Createl—"lle C:\Sysintemals Suite procexp chm|:Zone Identifier | SUCCESS Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse Point, Attributes: .
Ba@uewBasiclrﬁarmatianHle C:\Sysintemals Suite®procexp .chm| :Zone. Identifier] SUCCESS CreationTime: 15/12/2015 15:45:12, LastAccessTime: 15/12/2015 15:45:12, LastWriteTime: ...
BaCIu:useFlle C::Sysintemals Suite \procexp .chm|:Zone Identifier | SUCCESS
&Createl—"lle C::\Sysintemals Suite procexp chm|:Zone Identifier| SUCCESS Desired Access: Generic Read, Disposition: Open, Options: Synchronous 10 Mon-Alert, Man-Dr...
Ba@uewSecuﬁ’q.'Hle C:\Sysintemals Suite’procexp .chm| . Zone. Identifier] SUCCESS  Information: Attribute
EiaLu:uckFlIe C:Sysintemals Suite®procexp .chm| . Zone Identifier] SUCCESS Exclusive: False, Offset: 0, Length: 4.294.967. 295, Fail Inmediately: False
&QuewStandardlrdormaﬁonHle C:\Sysintemals Suite procexp chm|:Zone Identifier | SUCCESS AlocationSize: 32, EndCfFile: 26, NumberOfLinks: 1, DeletePending: False, Directary: False
Ba\HeadFlle C:\Sysintemals Suite’procexp .chm| :Zone Identifier ] SUCCESS  Offset: 0. Length: 26, Pricrity: Mormal
EiaLlnInckHIeSingle C:Sysintemals Suite®procexp .chm| :Zone. Identifier] SUCCESS Offset: 0, Length: 4.254.967.295
&Closeﬁle C::\Sysintemals Suite \procexp chm|:Zone Identifier | SUCCESS
BaCreateFlIe C:\Sysintemals Suite’procexp .chm| :Zone. Identifier] SUCCESS Desired Access: Generic Read. Disposition: Open, Options: Synchronous 10 Non-Mert, Non-D...
Eis\QuewSecuﬂwHIe C:Sysintemals Suite®procexp .chm| :Zone. Identifier] SUCCESS  Information: Attribute
&mckﬂle C:\Sysintemals Suite procexp chm|:Zone Identifier | SUCCESS Exclusive: False, Offset: 0, Length: 4. 254 567 795, Fail Inmediately: False
&OuewStandardlnfarmaﬁanHle C:\Sysintemals Suite’procexp .chm| . Zone. Identifier] SUCCESS  AllocationSize: 32, EndOfFile: 26, NumberOfLinks: 1, DeletePending: False, Directory: False
EiaHeadFlle C:SysintemalsSuite®\procexp .chm| :Zone Identifier] SUCCESS Offset: 0, Length: 26, Priarty: Mormal
&UnlnckHIeSingle C::\Sysintemals Suite procexp chm|:Zone Identifier| SUCCESS Offset: 0, Length: 4. 254 567 255
B::GDSEHE C:\Sysintemals Suite*procexp .chm| . Zone [dentifier| SUCCESS W

Showing 11.358 of 4,682,985 events (0.2%5) Backed by virtual memory
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Detection

e Antivirus must handle ADS

I} Symantec Endpoint Protection Notification >

& | Amalware has been detected on your computer. N

1) Disconnect the computer from network immediately!
2) Get in contact with your local virus protection responsible person (VPR)

if you are not able to reach your VPR please contact Cl-Hotline.

Details:
Security risk detected: EICAR Test String

File: C:\temp \myfilewithads txt -eicar tx

Previous Next > Close

Total notifications: 2 Cumently displayed: 1
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Detection

e Windows Defender SmartScreen is ADS aware
Der Computer wurde durch Windows
geschutzt

Won Windows Defender SmartScreen wurde der Start einer unbekannten App
verhindert. Die Ausfihrung dieser App stellt u. U. ein Risiko fir den PC dar.
Weitere Informationen
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Detection
* When configured, the system audits access to ADS

= CAWindows\system32\cmd.exe EI@

IC:stempXecho "test™ > test.txt:ads.txt

Event 4663, Microsoft Windows security auditing.

General | Details

An attempt was made to access an object.

Subject: Security ID: user-PChuser
Account Mame: user
Account Domain: user-PC
Logon ID: 0x19a3f

Object:  Object Server:  Security
Object Type: File
Object Name:  Ci\temp'test.bads.bd
Handle ID: 0188

Process Information:
Process I (aeflal
Process Mame:  C:\Windows'\System32\cmd.exe

Access Request Information:
Accesses: ‘WriteData (or AddFile)
AppendData (or AddSubdirectory or CreatePipelnstance)

Access Mask: [

Log Mame: Security

Source: Microsoft Windows security Logged: 11/12/2018 3:43:47 AM
Event ID: _ Task Category:  File System

Level: Information Keywords: Audit Success

User: N/A Computer: user-PC

OpCode: Info

More Information:  Event Log Online Help
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How data and code can be hidden in files and directories

Detection

e streams.exe is your friend

BN C\Windows'System32\cmd.exe

[T
: 2

LA

C:\temp\.:
s-in-temp-direc

:zone.identifier:$DATA
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How data and code can be hidden in files and directories

Demo

» Following scenarios

o Put ADS into an file
Put ADS into a directory
Execute a file located in ADS
Access ADS
Remove ADS

o

o

o

o
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Visibility and access

» Some specific streams are visible and accessible

mypaswords.txt Properties X Benutzerzugriff auf mypasswords.bd ey

General Security Details Previous Versions

Benutzer mit Zugriff auf diese Datei:

Objectname: CAmy\mypaswords bt
Benutzer Fertifikatfingerabdruck

=SR] =el ATt VIR OE3D 16FC 76B0 B145 2AF1 3A81 5207 D...

group ar usernames:

Au]‘henticated Users

ER SYSTEM
ER Administrators (FE-Z1MD9\Administrators)
ER Users (FE-ZIMD9\Users)

To change permissions, click Edit Edit.

Permissions for Authenticated
Users Allow Deny

Hinzuftigen... Entfemen Schitssel sichem...

Full control
Modify
Read & execute

Read Wiederherstellungszertifikate dieser Datei gemall Wiederherstellungsrichtlinie:

Write

Special permissions

Wiederherstellungszertifikat Zerifikatfingerabdruck

For special permissions or advanced settings, Advanced
click Advanced. -

Cancel Apply Abbrechen
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API

 Documented
> CreateFile, ReadFile and WriteFile (kernel32.dll)
> BackupRead, BackupSeek and BackupWrite (kernel32.dll)
o FindFirstStream, FindNextStream (kernel32.dll)
° |Zoneldentifier COM interface (urlmon.dll)
o Powershell (get-item, get-content, remove-item...)
e Undocumented
o NtQuerylnformationFile (ntoskrnl.exe)
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How data and code can be hidden in files and directories

Issues

* Detection and removal

* Backup & restore

e Forensic

* File hash und checksum

» DOS Attack

* Code Execution

» Usage as persistency technique
* Misuse of valid ADS

* Unsupported outside NTFS
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How data and code can be hidden in files and directories

Summary

e ADS exist

e ADS cannot be disabled
e ADS are used

e ADS can be misused

e ADS must be watched
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How data and code can be hidden in files and directories

References

* Putting data in Alternate data streams and how to execute it

o https://oddvar.moe/2018/01/14/putting-data-in-alternate-data-streams-and-how-to-execute-it/

* Using Alternate Data Streams to Persist on a Compromised Machine

o https://enigma0x3.net/2015/03/05/using-alternate-data-streams-to-persist-on-a-compromised-machine/

e The Ultimate guide to Data Hiding using alternative data stream

o http://www.darknessgate.com/security-tutorials/date-hiding/ntfs-alternate-data-streams/

» AlternateStreamView - View/Copy/Delete NTFS Alternate Data Streams

o https://www.nirsoft.net/utils/alternate data streams.htmlStream Detector
v1.2https://www.novirusthanks.org/products/stream-detector/

* Putting data in Alternate data streams and how to execute it — part 2

o https://oddvar.moe/2018/04/11/putting-data-in-alternate-data-streams-and-how-to-execute-it-part-2/

e Execute from Alternate Streams
o https://gist.github.com/apiOcradle/cdd2d0d0ec9abb686f0e89306e277b8f
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References

e Introduction to ADS — Alternate Data Streams
o https://hshrzd.wordpress.com/2016/03/19/introduction-to-ads-alternate-data-streams/

e The Abuse of Alternate Data Stream Hasn’t Disappeared

o https://www.deepinstinct.com/2018/06/12/the-abuse-of-alternate-data-stream-hasnt-disappeared/

* How to prevent bypassing AppLocker using Alternate Data Streams

o https://hitco.at/blog/howto-prevent-bypassing-applocker-using-alternate-data-streams/

* Living Off The Land Binaries and Scripts (and also Libraries)
o https://lolbas-project.github.io/#/alternate%20data%20streams
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Tools

e Windows built-in tool “dir /r”

o Streams - www.sysinternals.com

e ADSSpy —www.bleepingcomputer.com
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How data and code can be hidden in files and directories

Backslide > demo > execute file located in ADS

o start

o mklink

* Wmic

e csript

e wscript

* mshta

e powershell
e rundll32

* LoadLibrary
e WinExec
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How data and code can be hidden in files and directories

Backslide > demo

» Listening music located in an ADS

BN C:\Windows\System32\cmd.exe

D:\>type Bombay.mp3 > file.txt:Bombay.mp3
D:\>del Bombay.mp3
D:\>dir

Volume in drive D is kin

Volume Serial Number is

Directory of D:\

26.10.2018 15:57

BX Command Prompt

C:\Program Files (x86)\Windows Media Player>wmplayer.exe d:\file.txt:Bombay.mp3

| O

X

Golden Earring
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How data and code can be hidden in files and directories

Backslide > demo

o start file:ads does not (fully) work anymore...

Sie bendtigen eine neue App zum
Offnen von myads.txt.

Im Store nach einer App suchen

+/ Immer diese App verwenden

hnis wvon

@ochsenmeier | Marc Ochsenmeier | www.winitor.com

|| [ ]

&
File Options View Process Find DLL Users Help
@ =8 =< ad |

Process CPU  Private Bytes  Working Set
(=] [m] wininit.exe 1.404 K 3683 K
= [#z]services exe 4756 K 6.956 K
[#z]svchost exe 924 K 1012K
= [#z]svchost exe 9.736 K 15.904 K
& Susp... 3BT72K 80.776 K
=] Susp... 87380 K 146.208 K
[a=| Runtime Broker exe 5.900 K 22632K
[o=| Runtime Broker exe 6284 K 20084 K
[o=| Runtime Broker exe 5856 K 24932K
[n=| ApplicationFrameHost... 4276 K 22048 K
[=] dihost exe 2204 K 9824 K
[mz]smartscreen exe 10140 K 15720 K
\ﬁf‘ﬁWmiPrvSE.exe 20%K 850K
+ DpenWith.exe 0.m 6.540 K 352K
[#=]svehost exe <001 5932K 8676 K
[#z]svchost exe 2136K 4844 K
[#z]svchost exe 2032K 5.260 K
[#z]svchost exe 1848 K 4804 K
[#z]svchost exe 1684 K 2680 K
[#z]svchost exe 5232 K 8684 K
[#z]svchost exe 2716 K 6.828 K
[#=]svechost exe 12108 K 11.328K
[#z]svchost exe 2520K 6.160 K
[#z]svchost exe 1268 K 2036K

PID  Description
524 Windows-5t...

Company Mame
Microsoft Corporation

676 Anwendung... Microsoft Corporation
Hostp ft Corporation
832 Hostp ft C ation

2628 Application ... Mi ft Co i

7164 COM Surrog... Microsoft Corporation
500 Windows D... Microsoft Corporation
4516 WMI Provid... Microsoft Corporation
4478 App auswa... Microsoft Corporation
956 Hostp ft Corporation
1004 Hostp I ft Corporation
1052 Hostp ft Corporation
1076 Hostp ft Corporation
1124 Hostp ft Corporation
1228 Hostp ft Corporation
1236 Hostp ft Corporation
1280 Hostp ft Corporation
1328 Hostp .. Mi ft Corporation
1396 Hostp ft Corporation

Ll

CPU Usage: 18.86% Commit Charge: 6.96% Processes: 103 Physical Usage: 18.59%
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Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo

» Powershell > flexible programmatic access to handle ADS

B C\Windows\System32\cmd.exe - powershell - O *

.fullname } where stream

:powershell .ps

rprintui.dll

: printui.c
1
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How data and code can be hidden in files and directories

Backslide > demo

» Powershell > flexible programmatic access to handle ADS

md.exe - powershell

PS C:\temp> get-item A\myads . txt
PSPath : Microsoft.PowerShell.Core\FileSystem: :C:\temp\myads.txt:Dbgview.exe
PSParentPath : Microsoft.PowerShell.Core\FileSystem::C:\temp
PSChildName : myads.txt:Dbgview.exe
PSDrive 3 (¢
PSProvider : Microsoft.PowerShell.Core\FileSystem
PSIsContainer : False
: Ci\temp\myads.txt
: Dbgview.exe
: 461688

PS C:\temp> get-item A\myads . txt Dbgview.exe
PSPath : Microsoft.PowerShell.Core\FileSystem: :C:\temp\myads.txt:Dbgview.exe
PSParentPath : Microsoft.PowerShell.Core\FileSystem::C:\temp
PSChildnName : myads.txt:Dbgview.exe
PSDrive H »
PSProvider : Microsoft.PowerShell.Core\FileSystem
PSIsContainer : False
: C:\temp\myads.txt
: Dbgview.exe
1 461680

PS C:\temp> get-content Jmyads . txt DbgView.exe
MZE B & Vy @ & EESE

! BLT!This program cannot be run in DOS mode.

qxEpsJhes ThesYhe+aizE9hz+2ya#ThaEpEzd YhasizE - h=BpEafIhe+déz | Tha+aiz49ha+3024ThaRich5The
E B Em -S8E B @ @ E B E B B »s B £
A8 EE

@E (E ] (@.data -xB DE E

PS C:\temp> remove-item Jmyads . txt DbgView.exe
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How data and code can be hidden in files and directories

Backslide > demo

o WMI command-line utility

temp\test.txt:procexp.exe

ProcessId = 11208;
ReturnValue

& Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-3GENTEB user] — O =

File Options View Process Find Users Help

W @ HDO8 x| @d | [ | ||F| || I
Process CPU Private Bytes  Working Set PID  Description Company Name
B ' System |dle Process 33.24 B2 K gk 0
+| B 7 System 1.00 152 K MK 4
B ' camss exe 1630 K 2372K 440
+| W7 wininit exe 172K 1520K  h44
B ' camss exe D25 234 K 6032K 1572
+ [§ " winlogon exe 2200 K 8363 K 7792
[==]igfxEM .exe 3320K 12,532 K 3360 ighxEM Module Intel Corporation
[a]igfxHK exe 220K 5400 K 1268 ighxHK Module Intel Corporation
+  explorerexe 11.02 155416 K 150420 K 2856 Windows-Explorer Microgoft Corporation
)] ads txt procexp exe 2876 K 10664 K 5530 Sysintemals Process Explorer Sysintemals - www sysintemals.com

CPU Usage: 16.76% Commit Charge: 10.72%  Processes: 114 Physical Usage: 12.28%
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How data and code can be hidden in files and directories

Backslide > demo

* Console based Script Host

BN C\Windows'\System32icmd.exe — O *

High Definition Audio-Gera K

B C\Windows'\System32emd.exe — O x
C:\temp>more <

~em Check for a w

Propertie

then

t @ rem normal

@ochsenmeier | Marc Ochsenmeier | www.winitor.com

April 07, 2021



Windows Alternate Data Streams (ADS)

How data and code can be hidden in files and directories

Backslide > demo
* Windows based Script Host

B C\Windows\Systern32\cmd.exe - O *
C:\temprwscript c:\temp\myads.
Windows Script Host

High Definition Audio-Gerdt/OK

BN C\Windows\System32\cmd.exe - O *

sounddevice")

No sound
wscript.Q
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How data and code can be hidden in files and directories

Backslide > demo

e Powershell

BN C:\Windows\System32\cmd.exe — O b

powershell.ps

powershell.ps

@ochsenmeier | Marc Ochsenmeier | www.winitor.com April 07, 2021
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How data and code can be hidden in files and directories

Backslide > demo
* Symbolic link

BEX Administrator: Command Prompt - O X

C:\temp>mklink test.exe c:\temp\test.txt:pro

symbolic link created for test.exe >> c:\temp\test.txt:procexpbd.exe

C:\temp>test.e

2 Process Explorer - Sysinternals: www.sysinternals.com — O bt
File Options View Process Find Users Help
: -

d @ =MEEE XA [, || ] 1 NI TV ] |
Process CPU  Private Bytes Working Set PID Description Company Name Integrity ASLR
B | System Idle Process 97.31 52K 8K 0 nja

B | System 0.15 140 K 28K 4 System nfa
[m? csrss.exe <0.01 1.806K 2.300K 624 Client Server Runtime Pr... Microsoft Corporation System ASLR
Ewininitexe 1496 K 1884 K 728 Windows Start-Up Applic... Microsoft Corporation System ASLR
[m? csrss.exe 0.02 239K 6.084 K 5828 Client Server Runtime Pr... Microsoft Corporation System ASLR
® |winlogon.exe 2772K 11124 K 2476 Windows Logon Applicati... Microsoft Corporation System ASLR
MSynTPHelper.exe 1.360K 5956 K 180 Synaptics Pointing Devic... Synaptics Incorporated High ASLR
explorer.exe 0.03 356564 K 87468 K 11612 Windows Explorer Microsoft Corporation Medium ASLR
lfiestixtprocexpb4.exe 10480 Sysinternals Process Ex.. Sysintemals - www.sysinter...
< >
CPU Usage: 440% Commit Charge: 9.46% Processes: 165 Physical Usage: 10.86%
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How data and code can be hidden in files and directories

Backslide > demo

* rundll32 invokes an exported function of a DLL located in an ADS

#include-"ztdafx.h"
f/-This-is-an-exanple-of-an-exported- function.
extern."C". declspec(dllexport).-void-doic (void)
{
i tMessageBox |
HULL,
L"Hello-from-the-.-exported. function!™,
L"Testing-ADS5...",
ME ICONINFORMATION ) ;

type mydll.dll » pecoff-June-2817.docx:mydll.dll

C:\temp>rundl132 pecoff-June-2817.docx:mydll.d1l1,doit
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How data and code can be hidden in files and directories

Backslide > demo

* Load an executable file located in ADS using LoadLibrary

B C:AWindows\Systern32\emd.exe - [m] X
) test-ads (Debugging) - Microsoft Visual Studio — m] ¥
test ads.pp - x
(Global Scope) || % wmain(int arge, _TCHAR *[] arqw) v
B //-test-ads.cpp-::Defines.the.en point.for.the.console:appl tion. —
#include."stdafx. ~
#include." dows . h"
Eint._tmain(int-argc,:_TCHAR*.argv([])

{

=+ HMODULE - hModule -=. 1 :LoadLibrary (-L"c:\\temp\\test.txtipeparser.dll™.); o
0 B3 return-0;

‘_ v
< >
Ready Lng Col1 Chi INS
L¥ Process Explorer - Sysinternals: www.sysinternals.com - O *
File Options View Process Find DLL Users Help

’ - | s
H@=5008 &~ || i 1] 1] H H |
Process CPU Private Bytes  Working Set PID Description Company Name ]
(=) [a=] test-ads exe 1312K 5392K 6744
[ conhost exe 6.008 K 13564 K 5608 Console Window Host Microsoft Comporation
[u=]igfxEM.exe 3400 K 6.224K 5012 igixEM Module Intel Corporation
n:]igfcHK exe 220K 2508 K 5268 igixHK Module Intel Corporation b
Name Description Compary Name ]
porid dl Remoteprozeduraufnf-Laufzetumge... Microsoft Corporation W Windows '\ SysWOWE4 \rport4 dil
sechost.dll Host for SCM/SDDL/LSA Lookup A... Microsoft Corporation SWindows \SysWOWE4 \sechost dil
sspicl dll Security Support Provider Interface Microsoft Corporation “Windows\Sys\WOWE4\sspicli.dll
test td peparser.dl Malware Initial Assessment www winitor.com i g — o
test-ads.exe C:temp*test-ads'Debug ‘test-ads exe
ucrtbase.dll Microsoft® C Runtime Library Microgoft Corporation C:A\Windows \SysWOWE4\uctbase dil
user32 dil Client-DLL fir Windows USER-API (... Microsoft Comporation indows \SysWOWE4 user32.dil
wind2u dil Win32u Microsoft Corporation Windows\Sys\WOW64'win32u dil w
< - - - - ) D B >
CPU Usage: 291%  Commit Charge: 11.36% Processes: 118 Physical Usage: 12.49%
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How data and code can be hidden in files and directories

Backslide > demo

o start mimikatz located in an ADS using WinExec

BE C\Windows\System32\cmd.exe

ype mimik:

09 test-ads - Microsoft Visual Studio

winerrorh | WinBase,p test-ads.cpp| Start Page

(Global Scope)

=07,
#include "stdafx.h"
#include "windows.h

Eint _tmain(int argc, _TCHAR* argv[])

nt for the application.

7.docx:imimikatz.exe", SW_SHOW );

{
\‘ WinExec( "c:\\temp\\pecoff-June-2

B " Auswihlen mimikatz 2.1.1 xB6 (ce.eo)

mimi

HE v E
g

mimik #

CWjpecoff-June-2017 doce:mimikatz exe

3052 mimikatz for Windows

¥ Process Explorer - Sysinternals: www.sysinternals.com - m}
File Options View Process Find Users Help

d B EDOBF XA | || || | s 10 |
Process CPU Private Bytes  Working Set PID  Description Company Name

B ' System Idle Process 59.09 52K 8K 0
i | System 0.02 152K 2K 4

[az]csrss.exe 1676 K 2048 K 436 Client-Server-Laufzetprozess  Microsoft Corparation
[z wininit.exe 1416 K 1076 K 540 Windows-Startanwendung Microsoft Corparation

[]csrss.exe 0.02 23B8K 3388K 1756 Client-Server-Laufzeitprozess  Microsoft Corporation
[E"]winlogon exe 2156 K 340K 6704 Windows-Anmeldeanwendung Microsoft Corporation
explorer exe 0.08 67.864 K 112724 K| 4516 Windows-Explorer Microsoft i

gentilkiwi (Benjamin DELPY)

CPU Usage: 0.91%  Commit Charge: 9.30% Processes: 118 Physical Usage: 9.96%  Own Physical Usage: 3.33%
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How data and code can be hidden in files and directories

Backslide > demo
» Adding an ADS to a file does not change the hash of the file

E¥ Command Prompt — O b <

C:\temp>certutil -hashfile test.txt ézg

3208920894898 2454d04008ed5a3bde8f961c
CertUtil: -hashfile command completed successfully.

C:\temp>echo "another-one”

CertUtil: -hashfile command completed successfully.
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How data and code can be hidden in files and directories

Backslide > demo
e Retrieve the hash of an ADS hidden in a file

Bl C\Windows'System32\emd.exe — O *

-hashfile

t » another-one.txt

-hashfile another-one.tx
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How data and code can be hidden in files and directories

Backslide > demo
» How to prepare a DOS with an ADS

BN Command Prompt — O *

C:h\temp>fsutil file createnew myfile.txt:test SO808080808
File C:\temp\myfile.txt:test is
C:\temp>dir /r
clume in ve C is Windows
Volume Serial Number is 725F-B53B

Directory of C:\temp
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How data and code can be hidden in files and directories

Backslide > demo

o Malware uses Alternate Data Streams > MITRE - T1096
“The Tale of DNS Messenger”

https://blog.talosintelligence.com/2017/03/dnsmessenger.html

B C\Windows\Systern32\cmd.exe — O *

C:\ProgramData>dir /r

lindows :kernel32.dl1:
3 Windows:kernel32.vbs:$
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How data and code can be hidden in files and directories

Backslide > demo

* Windows executable hidden on a Linux system via ADS

B Ch\Windows\System32\emd.exe - [m} x

0¢ user@computer: /media/user/kingston
user@computer: /media/use ingston$ 11 test.txt
-rwxrwxrwx 1 user user [41]okt 17 16:35 test.txt*

user@computer: 2dl J K1 on$ cat test.txt

this is the content of the text file ...

user@computer:/ ki ton$ xattr -1 test.txt|less

4D
B8
00
00
OE

69 is program canno
t be run in DOS
mode....$
[ME6atlocaofialfoana
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How data and code can be hidden in files and directories

Backslide

* When not explicitly accessed, an ADS is not loaded in memory
* Opening (Double-click/Enter) a file does not trigger its ADS
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